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• Director of Cybersecurity Certification at exida

• Developer of many parts of ISASecure scheme

• Member of ISA 99 Committee
– Leader of ISA99 task group which developed ISA/IEC 62443-4-1 standard 

(Security for industrial automation and control systems   Part 4-1: Product 
Development Requirements)

• Member ISA Security Institute Technical Steering Committee

• Lead assessor on exida ISASecure certifications

• Co-author of “Implementing IEC 62443:  A Pragmatic Approach 
to Cybersecurity”



Acronyms Used in this Presentation

• IACS – Industrial Automation and Control System

• ISA – International Society of Automation

• ISCI – ISA Security Institute

• ISASecure – ISA Security Institute Certification Scheme

• IEC – International Electrotechnical Commission
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Unlike older standards (e.g. 
IEC 61508 functional safety) 
which covered everything in 
one document, ISA/IEC 62443 
was broken up into multiple 
documents. This allows 
faster release and updating, 
something important for the 
fast moving field of 
cybersecurity. 

ISA/IEC 62443 Organization
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What is ISASecure Certification?

• Third party technical expert attestation of 
compliance against ISA/IEC 62443 
requirements from three categories:

– Detailed Analysis of engineering processes to determine 
Systematic Capability and Cybersecurity Strength 

– Detailed Analysis of product design and validation testing to 
show cybersecurity protection mechanisms in the product. 

– Network Testing to show safe, correct operation and 
Cybersecurity Susceptibility



ISA Security Institute Role

• Owns ISASecure Certification Scheme which 
means:

– Defines scheme which defines how certification will 
be done

– Maintains scheme – Updates occur when standard is 
updated or improvements needed

– Approves certification bodies to perform the 
certification
• exida was the first Accredited ISASecure Certification Body
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ISA/IEC 62443 Organization

Security Development 
Lifecycle Assessment (SDLA)
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Types of certifications

• Process Certifications
– Shows that a company has a documented process that complies with the 

requirements of a standard
– Shows that this process is being followed by that company for a 

sampling of products

• Product (Component) Certifications
– Shows that a particular product is compliant with the requirements of 

one or more standards

• System Certifications
– Shows that a system (collection of components) is compliant with the 

requirements of one or more standards



Types of certifications

• Process Certifications
– Security Development Lifecycle Assurance (SDLA)
– Shows that a company has a documented process that complies ISA/IEC 62443-4-1 (Product 

Development Lifecycle Requirements)
– Shows that this process is being followed by that company for a sampling of products

• Product (Component) Certifications
– ISASecure has 4 types of these certifications (EDSA, NDSA, SASA, and HDSA)
– Shows that a particular product is compliant with the requirements of ISA/IEC 62443-4-1 and 

ISA/IEC 62443-4-2 (Technical Security Requirements for IACS Components)

• System Certifications
– System Security Assurance (SSA)
– Shows that a system (collection of components) is compliant with the requirements ISA/IEC 

62443-4-1 and ISA/IEC 62443-3-3 (System Security Requirements and Security Levels)



Component Types

• ISA/IEC 62443-4-2 defines 4 types of components
– Embedded Device - special purpose device designed to directly monitor 

or control an industrial process

– Network Device - device that facilitates data flow between devices, or 
restricts the flow of data, but may not directly interact with a control 
process

– Host Device - general purpose device running an operating system 
capable of hosting one or more software applications, data stores or 
functions from one or more suppliers

– Software Application - one or more software programs and their 
dependencies that are used to interface with the process or the control 
system itself (for example, configuration software and historian)



Component Certifications

• ISASecure defines 4 types of component certifications for 
compliance with ISA/IEC 62443-4-1 and ISA/IEC 62443-4-2:

– Embedded Device Security Assurance (EDSA) – certification of 
embedded devices

– Network Device Security Assurance (NDSA) – certification of 
network devices

– Host Device Security Assurance (HDSA) – certification of host 
devices

– Software Application Security Assurance (SASA) – certification of 
software applications
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Types of Components that can be certified

• Types of Embedded Devices that can be certified
– Programable Logic Solvers (PLCs)
– Distributed Control Systems (DCSs)
– Remote Terminal Units (RTUs)
– Remote I/O
– Smart Transmitters
– Single Loop Controllers
– Logic Solvers
– Safety Related Programmable Electronic Systems
– Controllers
– Protection Relays
– Motor Drives



Types of Components that can be certified

• More Types of Embedded Device that can be certified
– Safety Control System
– Sensors
– Actuators
– Robotics
– IP Cameras
– Building Control Systems
– Sensors and Controllers used for mechanical rooms, HVAC zones and for 

chillers and boilers
– Any device that directly monitors and/or controls an industrial process
Note:  Not a complete list



Types of Components that can be certified

• Types of Network Devices that can be certified
– Gateways
– Routers
– Switches
– Firewalls
– Wireless Controllers
– Security Appliances
– Intrusion Prevention Systems
– Data Diodes
– Edge Nodes
– And more (not a complete list)



Types of Components that can be certified

• Types of Host Device that can be certified – not complete list
– Industrial Computing Platforms
– Blade Servers
– Embedded PCs
– Ruggedized Computers
– Rack-mounted Servers
– Industrial Laptops
– HMI Panels
– Industrial Tablets 
– Terminals
Note:  Not a complete list



Types of Components that can be certified

• Types of Software Applications that can be certified
– Data Historians

– Human Machine Interfaces (HMI)

– Operator Consoles

– System Configuration Software 

– Batch Control Software

– Intrusion Detection Systems

– Asset Management Systems 

– Engineering and Design Tools

Note:  Not a complete list
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System Certification Examples
• An Industrial Control System (ICS) or SCADA system that is available from a single system 

supplier
• It may be comprised of hardware and software components from several manufacturers but 

must be integrated into a single system and supported, as a whole, by a single supplier
• Examples:

– Control System Platform
– SCADA System Platform
– Packaged Control System

• Boiler Control System
• Burner Management System
• Drilling Control System
• Wellhhead Control System
• Packaging Machines
• Reactors
• Distillation

– Robotic Control System
– Power Generation System
– HMI/PLC Combination System
– Distributed Control System (DCS)
– Safety Instrumented System (SIS)
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Benefits of IEC 62443 Cybersecurity Certification

End-user

• Easy to specify security needs – security 
level

• Build security requirement into RFP

• Reduced time in FAT/SAT

• Know security level out of the box

• Better cybersecurity strength

• Provides confidence from independent 
expert technical assessment

Supplier

• Evaluated once
– Does not have to be re-evaluated by each customer

• Recognition for effort

• Build in security

• Product differentiator

• Reduce support costs

• Enhance credibility

• Break the pen/patch cycle

• Can be applied globally

Structured, auditable, repeatable approach to evaluating the security of an 
IACS product and the development practices of the manufacturer/integrator 
against an established benchmark. 



Questions?


