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Key Points

o Threat Modeling and Risk
Management

° Value Realization

° Future Value Maximization
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Risk Management Framework

Threat Landscape
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Threat Modeling Process
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Scenarios Catalog

ICS Risk Mgmt. Process
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ICS Cybersecurity Threat Model

Threat Vector

Actor

Threat Event

Priority

Motivation

Intent %

Capability

Skill % Resource % Privilege

Threat Model

Threat Scenario

Scenario ID
Scenario Description

Threat Vector

Asset Type

Risk Family

PERA Layer

Operational Impact

Guidelines

o Balance between manageability
and information richness

Eliminate non-logical
combinations and reduce the
complexity of risk calculation

Evolution and modification of the
o model to adapt to new

Threat Landscape requirements
: Threat
i % Intelligence C2M2
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ICS Threat Modeling Elements
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ICS Threat Vectors Driven Risk Assessment

Threat Scenario
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Threat Landscape
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Origin outsider
Motivation  Capability La-L}:j;ec:aaltpe Intent Accidental
Actor Vendor
Y7 Skill Level Operational
V,=(02,12, A3, S2, TE2, B3, R1, L1) - —
Objective Access
Result Availability
Layer 2,3,4,and5
Likelihood 3
ICS Risk : A

Scenarios
Mgmt. Process Catalog Risk Scenarios I
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ICS Cyber Risk Assessment Process

Risk analysis
Risk identification,
Business rationale classification and
assessment

Addressing risk with the CSMS

Security policy, Selected security Implementation
‘organization and

Risk
Piimtnel management and
¥ implementation

sacurity

security maintenance

sacurity document

Staff training and Nt Information and
awareness segmentation managemant

Incident planning
and response

Business

continuity plan A

administration

) Physical and System
Organize for environmental [dgveluprnem ﬂ"d]

Access control - [

Security policies Access control -
and procedures. Authentication

Access control -
Authorization

Monitoring and improving the CSMS

Review, improve and
maintain the CSMS

Graphical view of elements of a

cyber security management system
IEC 62443-2-1:2010(E) Industrial communication networks -
Network and system security - Part 2-1: Establishing an
industrial automation and control system security Program,
IEC, 2010.

DANIELUJ

N

TIER 1 = ORGANIZATION
TIER 2 = MISSION / BUSINESS PROCESSES

DANIELUJ l I DANIELU)

Risk Management Process Applied Across the Tiers
NIST SP 800-39 Managing Information Security Risk, NIST, March 2019,
[https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-39.pdf].
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Risk Calculation - High Level Approach

Threat Priority Control Effectiveness
Threat Priority Score Control Effectiveness for likelihood Score
— - Threat Number of effective controls applicable to
Motivation Capability Landscape likelihood and impact
Risk
Rating*
Impact rating
Initial Impact rating
The maximum Impact ratings that the different
operational impacts over the asset would have
on the consequence categories defined in ERM
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Impact Rating
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Value Realization

* Limited automation

* No ICS standards such
as IEC 62443 and
C2M2

Management « No ICS process such as

Cyber PHA

No ICS certificate

schemes such as

ISASecure

* No out-of-the-box
baseline config for ICS
* Vendors’ vetting

People
Process

Technology
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Future Value Maximization
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