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Bahrain Petroleum Company (BAPCO) Pl

0ga

% State owned (erstwhile CALTEX) Oil & Gas Company engaged in
Exploration, Refining, Storage, Marketing, Training & Development and

Environmental initiatives in the Kingdom of Bahrain.

% Owns a 270,000 BOPD Refinery, over 14 million barrels of storage facilities,
a Marketing terminal and a Marine terminal for transfer of petroleum

products.
% 95% of the company’s Refined products are exported.
% Refinery under going capacity expansion from 270,000 to 360,000 BOPD.
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Major Automation Technology Milestones in Bapco
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Bapco

ALBA GAS STATION (AGS) g

» A new Gas Distribution Network Station designed to supply High Pressure Khuff Gas and
Low Pressure Residue Gas to the upcoming Alba Line 6 Expansion.

» Comprises Gas Pre-conditioning Systems, Condensate Knock-out/Transfer Systems and
Vent/Flare Management Systems.

» DESIGN OBJECTIVES

/
0‘0

Advisory’Group

Energy Optimization

Low Utility Index

Large Data Rates

Reducing Capital Costs

Infrastructure Foundation for Future Analytics

s
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Anatomy of Innovation

Obijectives
Ideation \

oo T / Technologies & Sustainable \
. ximize Wi .

Monitoring Strategies
* Increase number of Bus + ISA100 )

Devices. ¢ TCP/IP and Industrial Network
+ Resize Meters to reduce the ) :\)’.IStCIafss 3’:”:"th137

earag: > etering Audi
. Carrs c:ut 3 Party * Industrial Ethernet & Microwave Radios

Certification * Concurrent Profinet ISA100 Domains
«  Unify Networks using Tunneling

* Performance based Gas Detection

* Flow Computers on TCP/IP
* TUV approved ESD &
Profinet based Gas
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KDetection Systems

Review & Upgrades

~ |

Lessons Learned

Feedback

* Deeper Collaboration
with Vendors and
Contractors to improve
alignment of products
& quality

ARC
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Transformation

Application Engineering

v v

Implementation & Execution Design & Development

. Yokogawa .

* Pre-Fabricated Telemetry Elster Instromet .
R?t)_m Rotork

* Hilti Instrument Stands Redline .

» Standardization of Poles &
installation Hardware for
Wireless

Gas Secure / Draeger
Phoenix Contact

Vendor Development

Demonstrate ISA100 Tunneling
Demonstrate SCADA Server
Redundancy on network
Demonstrate VLAN/Cameras,
Latency & Data speeds on Radio
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Instrument Distribution

Analytics/Data
Utilizing
Software

Infrastructure

e Cables +« Back
 Networks Hauls
 Hardware

Field Devices

e 4-20 mA Wireless
» RS485 * Field buses
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INSTRUMENTATION
RATIO

DCS US$
25,000
40 PLC US$
15,000
40-50% Monitoring Device US$
M 50-60% Critical monitoring/Controls/Safety | YAireless 5,000

Total Inst Loops Wired Inst  Wireless Inst
(Process) Loops * Loops

239 137 102

* Includes ESD and CTMS Packages which have
wired instruments. ISA
3530
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Project Summary

Internal Man
hours

External Man
hours

Packages (RFQs)

FDS / Technical
Specifications

Vendor
Documents /
Drawings

Instrument Loops
(Total)

Advisory’Group

14,600

19,100

15

16

400 (approx.)

400+

ALBA Gas Station Project

Project Summary

Project
budgeted cost

Actual cost
Saving

Total cost of the
Project

Time to
complete the
Project
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8.0 MM

5.17 MM

21 MM

18 Months
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gbel! 9
Challenges o
»  Tight Project Schedule: 1 Year to complete and hand over

* Unmanned Station & Remote Location

%  Process Controllers/Shutdown Systems — Wide Area Remote Operation from Central
Control Facility

% 100% Unit availability - any upset is critical to the operation of the 1,792 MW Alba Power
Plant affecting the Smelter operation.

%  Unavailability of secure utilities like Power and Air.
%  Surveillance Camera and communications in the Unit to enhance Security.
%  CTMS design to 100% compliance to 3" Party Audit.
% Reliability of SCADA Servers and Radios
ARc) s
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Cellular Concept & Tagging — Device Wireless
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WIRELESS METWORK TAGGING PHILOSOPHY

. THE POWER SUPFLY FOR THE GATEWAYS/ACCESS FOINTS SHALL BE FROVIDED BY FIELD POWER

. ALTERMATIVELY, THE GATEWAYS/ACCESS POINTS CAN EE POWERED WIA FIELD IMSTALLED “FMICO"
- THE POWER SUPPLY SHALL BE SUITABLE FOR MULTIPLE ACCESS POINTS AND GATEWAYS INSIDE

. ALL SWTCH BOXES SHALL BE CONNECTED CW A F/0 COMMUNICATION TO THE COMTROL SYSTEM.
. POWER SUPPLY IN SWTCH BOX SHALL EE EITHER DC UPS OR FED FROM CENTRALIZED UPS.
. ALL WIRELESS INSTRUMENTS. POWER SUPFUES AND EOXES SHALL BE CERTIFIED FOR THER

1. THE WIRELESS DATA SHALL BE INTERFACED TO THE CONTROL SYSTEM WA REDUNDANT AND

. WIRELESS NETWORK SHALL INCLUDE THE REQUIRED NETWORK MANAGEMENT TOOLS.
14

PHYSICAL PLOT OF PLANT SHALL 8E GECGRAPHICALLY DIVIDED INTO SEVERAL CELLS.

EACH CELL 15 DIVIDED BY 50~100 X 50~100 METERS DEFENDING ON DENSITY OF INSTRUMENTS.
EACH CELL IS TO BE COVERED BY AT LEAST OME ACCESS POINT OR GATEWAY. ALL ACCESS
POINTS/GATEWAYS SHALL BE REDUNDANT.

SUPPLY UNIT MOUNTED I8 A SWITCH BOX ON A TYRICAL JUNCTION BOX STAMDARD.

POWER SUPPLY BASIS THE LOAD CAPACITY.

THE CONTROL ROCM

RESPECTIVE ELECTRICAL AREA CLASSIFICATION.

THE COMMUNICATION FROM THE ACCESS POINTS/GATEWAYS SHALL BE TCF/IP ETHERNET AND
THE DATA SHALL BE COMMUNICATED N OPC.

RELIABLE OPC SERVER.
WRELESS METWORK SHALL BE ON A "MESH METWORK COMFIGURATION".

TIME STAMPING OF THE MEASURED PARAMETER SHALL EE PROVIDED AND THE NETWORK SHALL
BE TME SYNCHROMIZED WTH THE CONTROL SYSTEM.

REQUIRED AREWALLS AWD OTHER TOOLS SHALL BE FROVIDED TO SAFEGUARD THE NETWORK IN
TERMS OF CYBER SECURITY.
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Cellular Concept for Small Packages - Device Wireless Pl
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NOTES:
. WRELESS INSTRUMENTS ARE TO BE SUPPLIED N SHALL PACKAGE/S BY VENDOR.
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P&ID Representation & Device Wireless Link Performance Barve vy
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AGS Device Wireless Plot Plan and Layout
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20 meter

Wireless Network ID 101
¢ 1%t hop: Within 20 m
~ Dense object (Pipe, Tank, Structure)

@ 20 hop: Maximum Approx. 90 m from Access Point

» Sparse Object

~ Wireless Router is used to secure the LOS (Line-of-Sight) from AP and

Wireless Transmitter.

Wireless Network ID: 102, 103, 104
€ 1sthop: Within 20m
~ Dense object (Pipe, Tank, Structure)

‘ Access Point
2 -
| Wireless 10

. Wireless Router

Approx. 50 mater

 efreitn

PIFE08. 7
Foveca
( v J
Between Router and 10 is Approx. 50m

Approx. 90 mater @

30 meter

Wireless Transmitters are

20 meter

installed on the pipe rack.
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ALBA GAS STATION SYSTEM ARCHITECTURE

Industrial Ethernet LAN v

‘ &«
ETHERNET

% Alba Gas Station

Profinet

Networked Safety
Controllers

ETHERNET

HVAC T )
System 4 9 -
2X8Ton — ()] ()]
I
: : CCF | «/ ADP
Sl e 1 Cellular Device 1 o ((( )))
System I Wireless Concept I
10 KVA & : ! A
3KVA i M W profinet . ——
1
1 ’ * Lif_etime :
PAKSCAN I\ WirelessTX  Wireless Gas Drift Free ,'
34 MOVs b Detector A = — | I T Modbus Serial
----------------------------------------------------- Hardwlred
Alba Gas Station supplies Khuff and Residue Gas to Alba PS-5 RT%i;/r:gant Ethernet

FUTURE READY INFRASTRUCTURE
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SAFETY & RELIABILITY IN ENGINEERING DESIGN

Safety Relief Valves

Flare System

Wireless TX Wired TX

Layer 4
Safety Systems
LINE
. Gas Detection System D) L ES'::::::\'::C:
E i (Safety Controller) System : System (2002)
1 [ a T 1 1 -
1 1 : A H
1 1 : 1 1 1 :
i ! M - ! : .
.. Sy i DO == = 1
Ultrasonic Gas D ﬁ = = x ' ! 2002 SOV
t tect
rasonic Gas Detector } H2S Gas Detector : : 2002 TX
Open Path HC Gas Detector 1 | Layer 3
. o T T
Main Central Control Facility : !
1 1
! 1
| 1
I 1
I 1
e —— PETEXSCADA | |
SERVER SERVER o SRR I "
| | Layer 2
L
9 1 5 .
Basic Process Control System ; : :
H ! 1
1 1 1
H 1 1
H I I
] _ |
Interface between the . . \i- ------- Sub-Systems
BPCS and the CCF is via Yo — S'::"e'"a"ce N;Etfr::g RTU HVAC, FACP,
Microwave Radio : ameras LA System §' ' uPs
Layer 1
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at"" r Petroleum Headquarters
EX: Petroleum Exploration (SCADA Server)
: Al

Redundant / iba Distribution Peint
Radios [k Aué Alba Gas Station




Benefits & Performance Metrics BPS

»“\'pu.ve Hq ’rogress

& Procurement Strategies to minimize lead time; Maximize Wireless instruments to save construction time.
L Remote control of the complete process & elimination of data mapping saving time.

L RTUs connected to Multi-level SCADAs with equalized FAST/TOOLS S/W and Triple redundant geospatial
SCADA Servers.

L Early detection of dormant problems & remote maintenance of Systems via Unified converged networks.
<> Improved Safety and Reliability through design.

<> Reduced power consumption of devices (Current power consumption ~ 3KVA) and modular 10KVA/3KVA
UPS for ease of maintenance & future expansion.

X 3 Cameras and 1 IP phone for surveillance and communication with future network capacity of 70 Cameras.
X8 0.5 Class OIML R137-1 Ultrasonic Flow Meters (CTMS audited by Kelton, UK)

> Redundant high speed (800 MBPS) Microwave Radios (18 GHz) with 1+1 configuration and path
ARC redundancy. @gﬁ
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ALBA GAS STATION Bapco
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Bapco ™

ALBA GAS STATION e

Custody Transfer Metering Skid
ARC Pre-fabricated Telemetry Room @gﬁ
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ALBA GAS STATION e

A : ; e N | e " ’ ;
4 g | e
|l‘ % V . =] ol -

Wireless Instruments for Pressure, Temperature and Position Indication
) : s
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AGS Project Collaborators

YOKOGAWA ¢

Co-innovating tomorrow

Urager

s
EMERSON

Advisory’Group
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FLOWSERVE
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AEG

POWER SOLUTIONS

redline

communications

Alderioy -3y

D
DOEN
o
o

elster

Instromet

atfran]e
CISCO

Fi:RTINET

PHCENIX
CONTACT

MOXAN
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Lessons Learned gajpié S
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» Deeper collaboration with Vendors required to meet objectives
»  More engagement needed to improve local expertise

*%* Vendors need to be encouraged to align products to Industrial Ethernet and
Digital Networking

ISA
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DIGITAL INFRASTRUCTURE PERSPECTIVE

Industrial Wireless Infrastructure & Safety Enterprise (IWISE)

Plant Visibility
HSE Manager

Plant Visibility
Reliability Manager

Plant Visibility
Maintenance Manager

Device Network
———— WiFi/4G

————— WiFi/4G (Mobile)
Fibre Optic Cable

Descriptive analytics

Diagnostic analytics

Predictive analytics

rescriptive analytic

e

Bapco
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Empowering Progress

Thank you

ERISA
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