
Hybrid Mesh Ensures the 
Reliability of ISA100 Connectivity 

YC Cheng 

Oct., 3rd  , 2017 



  NEXCOM’s Value Proposition  
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Industrial Wireless in Ex Industries  

ISA100.11a (IEC 62734) 

 user cases  



 Usage Classes for ISA100a (Class2~Class5) 

Safety Class 0 : Emergency action   (always critical) 

 

Control 

 

Class 1: Closed loop regulatory control      (often critical) 

Class 2: Closed loop supervisory control        (usually non-critical) 

Class 3: Open loop control                                     (human in the loop) 

  NOTE:  Batch levels* 3 & 4 could be class 2, class 1 or even class 0, depending on function  

*Batch levels as defined by ISA S88; where L3 = "unit" and L4 = "process cell" 

Monitoring 

Class 4: Alerting 

Short-term operational consequence (e.g., event-based maintenance) 

Class 5: Logging & downloading/uploading 

No immediate operational consequence  

(e.g., history collection, SOE, preventive maintenance) 
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Market  



Examples of Ex Industries Covered 
• Automotive, Train Refuel Stations or Petrol Station  

• Oil & Gas Extraction, Drilling Ships 

• Oil Refineries, Rigs, & Processing Plant 

• Gas Pipelines and Distribution Centers 

• Petrochemical & Chemical Processing Plants 

• Printing Industries, Paper and Textiles  

• Marine, Aircraft Refuel and Hangars 

• Hospital Operating Room 

• Surface Coating Industries 

• Underground Coal Mining 

• Sewerage Treatment Plant 

• Sugar Refineries, Storage, Packaging and Distribution 

• Metal Surface Grinding, Especially Al dusts and Particles 

• Woodworking Areas, Furniture Manufacturer 

• Grain Handling and Storages and Processing 

• Transportation 

• Pharmaceuticals  

• Food Processing 



Current Status Quo 

 Recent trend - deployments 
require 

• Increased scalability  

• Support for higher network 
throughput 

 Due to the emergence of novel 
ISA100 Wireless compliant 
instruments such as  

• Stream trap monitoring 

• Safety – gas detection 

• Corrosion monitoring 

• Condition monitoring 

 

 

 

 



Wireless Built for Reliable performance  
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ISA100a Connectivity Architecture 
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 Wi-Fi / ISA100a / WiHART/ 

TCP/IP  

IWF310 

5GHz   

Mesh  Backbone 

 

APP (PAD/ Phone ) 

Video  
Monitoring 

Process Automation 

IWF503  

802.11ac

P2P AP 

NIO20  

ISA100 

 Adaptor 

NIO200  

ISA100 GW 

2.4GHz 

Access 

nCare 2Go  DSC 

 controller 
Cloud 

SCADA  

CPS 

Gateway 

NIO200  

ISA100  BBR 

2.4GHz 

Access 

5GHz   

Mesh  Backbone 



IoT Studio – CloudSCADA  

Injection Machine LV250 

Device 
Layer 

Communication 
Layer 

Application 
Layer 

Devices/ 

PLC 

Sensors 

IoT Studio + Azure App Service  

+ IoT Hub + Document DB  
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IoT Studio – CloudSCADA (Sanmin Factory – 
7F-SMT) 



ISA100a Supports Multiple Topology  

All-in-one 

Gateway  
IWSN Backbone 

Router 

IWSN Backbone 

Router 

All-in-one Gateway 

Topology 
Distributed Network Topology 

FD: Field Device, 

& IWSN Adapter 

IWSN:  
ISA100.11a & WirelessHART 

IWSN Backbone 

Router 



Hybrid network of Wi-Fi & ISA100 

One gateway, Multi  

network: 
 Wi-Fi Mesh  

 Wi-Fi Access 

 ISA100a Mesh 

 Ethernet  

 

Multi-link, more reliable 

• Redundancy  

• Flexible to expand  

• Less maintenance 

cost 

• High throughput 

• nCare 

• Cloud SCADA 

• DCS  



IP-Based ISA100 Connectivity- Fiber Backbone 

Subnet 

Subnet 

Subnet 

Subnet 
Sounds good in deployment 

Fiber optics 



IP-Based ISA100 Connectivity- Fiber Backbone 

But, when sensor network expends, then….. 

Cabling cost  

Lack of flexibility 

Maintenance cost 

You’re losing Money 

$$$ 

Subnet 

Subnet 

Subnet 

Subnet 

Subnet 

Subnet 

Subnet 

Fiber optics 



IP-Based ISA100 Connectivity- Hybrid Mesh Backbone 

Subnet 

Subnet 

Subnet 

Subnet 

Subnet 

Subnet 

When sensor network expends, then….. 

No fiber optics 

Good Flexibility 

Less Maintenance cost 

Your Money is secured! 

$$$ 

Wi-Fi Mesh Network 



GSAP for Field Device Tunneling via ISA100 

 



Open Standard I/F with OPC UA & DCS 

NIO200IDG 

ISA100 Distributed Gateway 

NIO200IDR 

ISA100 All-in-One Gateway 

NIO200IAG 

ISA100 Backbone Router 

NIO200IDR 

ISA100 Backbone Router 

Different Fieldbuses  

GSAP Tunneling  Modbus  

nCare  

Cloud SCADA  

FDI* 



About EMC Immunity 

  ESD Surge EFT 

Level-1 
Contact: +/- 2KV 

+/- 0.5KV +/- 0.5KV 
Air: +/- 2KV 

Level-2 
Contact: +/- 4KV 

+/- 1KV +/- 1KV 
Air: +/- 4KV 

Level-3 
Contact: +/- 6KV 

+/- 2KV +/- 2KV 
Air: +/- 8KV 

Level-4 
Contact: +/- 8KV 

+/- 4KV +/- 4KV 
Air: +/- 15KV 

• EMC level-4 protection prevents devices from damage and possible 

malfunctioning due to ESD, Surge and EFT 

• Normally, EMC protection level is only up to level-2.  

• Level-4 provides almost the strongest protection to devices in the field. 



EMC Level-4 Test Result of NIO200 

EFT 

DC: +/- 2KV 

Ethernet: +/- 4KV 

Surge: +/- 4KV 

ESD 

Contact: +/- 8KV 

 Air: +/- 15KV 



IP Protection Tests @ UL Lab 
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• Drilling a hole in 

NIO200 and evacuating 

for dust test ( 3 hours ). 

• With measuring particle 

density inside to 

evaluate solid particle 

protection. 

• Result: PASS 



Packet Loss Validation Result 

IDG IDR-1 IDR-2 

IAG HAG 
NB ( connect to IDR-2 ) 

Packet lost rate < 30 counts per million packets 

Latency about 1 ms 

Excellent performance of Wi-Fi Mesh backbone transmission 



Baggage Handling 

Airline safety 

rate 

1,000,000 

   100,000 

     10,000 

    1,000 

       100 

            1 

Prescription Writing 

Restaurant bills 
Payroll  processing 

IRS-Tax advice 

Wi-Fi Mesh Reliability Illustration 

Mesh packet loss rate（30 PPM）       

     Per Million 

High reliability of EZ Mesh connectivity  



nCare  in I4.0 factory  
 Central Management  

     - Visual Topology:  in-time status monitoring /Traffic Management 

     - Device management: Remote Provisioning for fast deployment 

     - MAC Filter Security: Unauthorized AP / Device Access Control   

     - Auto Notice: Notification for any user-defined abnormal events 

     - nCARE-to-go: React & Resolve  anywhere  

 Device (Asset) Health Monitoring   

    - Threshold based Device healthy monitoring for Predictive maintenance 

    - Multiple Device type supported: Wired, Wireless, Industrial devices 

 Maintainace assistance  

    - Event Playback: Easier Troubleshooting 

    - Remote Desktop Access  

    - Remote Configuration & Upgrade  

    - Setting Backup & Restore 

     

  

How can 

Devices be 

managed  ?? 



nCare for all Connectivity  
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Visual Topology 

Shortcut to 

“network 

device” setting 

Visual Topology 



Bundle Google & Customer Site Map 



Device Configure 

 



Log 

 



Email Notification 

nCare automatically sends 

notification to receiver by mail. 

Notification information 

Notification detail. 



Easy Management- Mobile APP 

Topology View Device List Status View Dash board 

Android version: Available 

IOS version: In process with Apple Store 



Go Industrial Wireless for IIOT  

Industrial Wireless ISA100a  

 Industrial Wi-Fi Mesh  Backbone 

 Industrial Network& Asset Management nCare 

Industrial IoT Cloud SCADA 

  



Stay Safe All the time  



Thank You! 


