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About the speaker

“Today Industrial Wireless is increasingly deployed
as an integral part of the Integrated Control and
Safety Systems (ICSS)”

o A

Diederik Mols

Chairman of the Board ISA Business Manager
ISA100 Wireless 00 Industrial Wireless | Honeywell
Compliance Institute WIRELESS Honeywell Process Solutions

Diederik Mols is Chairman of the Governance Board at the ISA100 Wireless Compliance Institute since October 2017. Prior to that he
served two years as Vice-Chairman. Diederik also is an active team member of the WCI EMEA Marketing Team.

Diederik got involved with Industrial Wireless back in 2009 in a business development role for the EMEA region. Currently Diederik is
leading the Industrial Wireless business development efforts at Honeywell Process Solutions in a Global capacity.

Diederik started his career as an officer in the Royal Dutch Navy and over the years he gained solid business skills with a number of

multi-national organizations in various roles across Engineering, Sales, Marketing and General Management. Diederik holds Degrees
from the Royal Dutch Naval Academy and the Delft University of Technology, the Netherlands.
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Typical Project Challenges

*HSE Compliancy

* Improve
- workforce efficiency
- productivity
- asset availability
* Reliable, cyber secure infrastructure
* Fast and cost-effective commissioning

* Tight budgets to execute projects
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Introduction to industrial Wireless

Applications examples
« Machine health monitoring

Process Control Network

Ethernet « Basic process control
ISA100 Wireless * Monitoring of well heads
wireless BI1*% Field Instrupents==****"""  Remote process monitoring
il nut® g . . .
Device | ‘ 2]  Leak detection monitoring
Manager - Diagnosis of field devices
v S Con_dltlon monitoring of
: Field equipment
e -IdﬁD-* e 3 OOt ol Expandable « Environmental monitoring
= P - ‘g, Wirelessl0 . Tk level monitorin
"~.,.. = Access Pom'i; ‘o,. K] ‘__,-" H :' = (FEWIO) _ g
e, i (FDAP) %, : : : * Gas detection
“IIIIII‘ .llllllllllllll““|“1“ »® é 1'... i :‘- :: ) Fuel tank gauglng
- @ ;% '. : < Steam trap monitoring
T | - Remote PLC©  OpenN loop control
‘=" ISA100 Wireless & « Stranded data capture
Field Instruments .
I u EEEEEEEEEEEEEN] ISAlOO WirE|eSS And more
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ISA100 Wireless with Field Routers

Business Network
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Process Control Network
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ISA100 Wireless Fast Facts

International standard IEC 62734 since 2014

Complies with ETSI EN 300 320 v1.8.1 (LBT)

End-User Driven Standard - meeting all current and future industrial needs
Sensor routing or field routers for best performance — Freedom of choice
Broad Multi-Vendor Portfolio of ISA100 Wireless Devices

ISA100 Wireless enables SIL-2 Certification

Ensured Interoperability - best-in-class solutions from best-in-class suppliers

Readily available ISA100 Wireless Modules and Stacks

Enable fast-track development and go to market

WIRELESS
/72 L] YA
00 ~sTiTutE.




Benefits of ISA100 Wireless Instrumentation

Cost Savings « Up to 90% of installed cos of conventional measurement
technology can be for cable conduit and related construction

 Typically: 1/2 the costs, 1/5 of the time
* New and scaled applications are now economically feasible

Improved Reliability » Wired sensors may be prone to failure in difficult environment
* Wireless can add redundancy to a wired solution

Improved Visibility « Condition monitoring of secondary and remote equipment
* Process monitoring, fast additional data for trouble shooting

Improved Control « Add wireless to existing processes for more optimal control

Improved Safety « Safety related alarms - end to end SIL2 certifiable

WIRELESS
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ISA100 Wireless Product Portfolio
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ISA100 Wireless Adoption Development Eco-system

WCI ISA100 Wireless Rapid Development Kit (RDK)

 Everything you need to develop an ISA100 Wireless (IEC 62734)
connected field instrument

* Develop ISA100 Wireless (IEC 62734) compliant and certifiable
field instruments with minimal effort using application layer code
provided

* Includes reference hardware design for ISA100 Wireless (IEC
62734) field instrument implementation

* Certified WISA modules run ISA100 Wireless communication
stack

» User friendly SPIN development board includes OLED display
and a large variety of sensors

https://centerotech.com/product/
wci-isal00-rapid-development-kit/
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https://centerotech.com/product/wci-isa100-rapid-development-kit/

Online resources
/

ISA | |
00 www.isalOOwci.org

WIRELESS

 Learning Center with White Papers

* Articles, End-user stories, Forum

* Receiving over 20,000 web views per month

* Full list of certified/registered ISA100 Wireless devices
« And more useful content for you and your business

Linkedm_ ISA100 Wireless Interest Group

- Latest news, end-user and expert discussions, insights

* 900+ members and growing; please join and invite your peers to join as well !

» Receiving over 5,000 web views per month

 Limited Time Offer: Join the group and you will be entered in a prize draw to win a new iPad

WIRELESS
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http://www.isa100wci.org/
https://www.linkedin.com/groups/4840835

ISA100 Wireless Linked[[}] Interest group

Limited Time Promotion

TGS g
'l b ﬁ{sn oy
?‘1 WIRELESS

Scan the QR code and
join the ISA100 Wireless
Linkedin group. If you
join during our limited
time offer, you will be
entered in a prize draw
to win a new iPad!
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* ISA100 Wireless AO devices supported

* For PID loops
* Input device can be wireless
 Output device can be wireless

Control over ISA100 Wireless

* ISA100 Wireless systems can be used for control applications

Wireless Input Device

PV

¥

PID Profit Loop Block

OP

Type Type Based on Industry Recommendation
Closed loop Regulatory Control (Critical control loops) Not Recommended
St Closed Loop Supervisory Control (Set Point Change, Process Optimization) Recommended
ontro
Open Loop Control (Based on Requirement/ Operator In-Person) Recommended
Event Action/ Sequence based (Based on Event /Small operation task) Recommended
Monitoring
Uploading/Downloading (Requirement based Task/ Action) Recommended

Wireless / Wired
Output Device

@
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Control over ISA100 Wireless

Experion Workstation
g Experion Server
.! '
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Control over ISA100 Wireless

Experion Workstation

Em

Redundant - -

Topology Example Il

Wireless Device Ll ' a '
Manager g Ty
(WD) switches In bess n ‘ n ‘

1 Second or Faster Loops e "

- Experion Server

* Input is Wireless

« Single HOP network pr——— | J |
 Output is Wireless L3

=l - Sp——
Redundant wirelesi communication a . _ T . — = .

o

Smart Line GWH with .i""

OneWireless Adapter

s
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Honeywell FDAP Gen3 and Gen3 PLUS

Honeywell Field Device Access Point (FDAP) Generation 3

o 2@
000008

Multiprotocol

ISA100™ Wireless (IEC 62734)
WirelessHART (IEC 62591)

Supports both protocols simultaneously
IP66 and IP67 rated

HazlLoc Class 1 Division 2 certified

Honeywell

Light weight and compact size

Improved temperature range: -50C to 75C
Bolt-on and powered by Cisco IW6300 AP L
Native integration, seamless extension of Experion PKS

T
fr

Qualified for control over Wireless of continuous non critical control applications

WIRELESS
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OneWireless architecture — FDAP .
00
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Honeywell PCAP

Honeywell Process Control Access Point (PCAP)

W
—
_—
—

Multiprotocol
ISA100™ Wireless (IEC 62734) we
WirelessHART (IEC 62591)

Wi-Fi (IEEE8B02.11ac-wave?)
Supports all protocols simultaneously
IP66 and IP67 rated

Hazloc Class 1 Division 2 certified

Light weight and compact size

Improved temperature range: -50C to 75C

Native integration, seamless extension of Experion PKS ¢ t

Qualified for control over Wireless of continuous non critical control applications
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Typical OneWireless architecture — PCAP

Business Network

I

&RISA

00
ISA100 Wireless WIRELESS

H0 L WirelessHART WiielessHART

Process Control Network

: EEEEEEEEn IEEE Backhaul
' -!—— % EEEEEEEN l i-Fi q @)B
- == _my  Special Interface Network o - ‘ IEEE Wi-Fi
ﬁ . @%, !g— “ﬁ"tﬂ
Y e 5 :
. “  Wireless Device Manager (-2~ .
Wireless LAN JPPTY =+ . ISA100 Wireless and
Controller aus®’ ' i
‘Mob‘\l'e Station WirelessHART Field
_ L . Instruments
BOM (simplified): OneWireless ‘.
Process Control }
]
Real time performance
Maximum battery lifetime
3 Wireless
FDAPas & ~> Intelligent
FEWIO s S Wearable

iemeits AL ConneXt Person .
Wireless

Safety Wireless 4-
Collaboration

Gas Monitor e
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Sensor mesh versus Honeywell ISA100 Wireless

* Signal latencies of up to a minute
* Battery costs up to 30 times more

vt : . : :
Transmitter Transmitter Transmitter Gateway
| < 0.5 km P |

- Real time performance
Maximum battery lifetime

Transmitter T u % 1 u_ % :
ISA100 Wireless with e

'—!-. Field Device Access Points (FDAPSs) Gateway




Sensor mesh architecture — next best
<

Business Network LT ETTTT ISA100 Wireless WIRELESS
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Other Unique Features

Special Interface Network (SIN) M' “;—!

« Segregate Data From PCN Network — IIOT and Asset Management “ | [ g
solutions e - e

 External Interfaces allowed over SIN — Modbus, Enraf, OPC, GCI, HART ”i’

Field Expandable Wireless 10 (FEWIO) - a new device type

- FDAP as router can be converted to a Field Expandable Wireless 10
(FEWIO)

« Data collected over RS485 & transmitted to control room over wireless [ EDAP as

« FEWIO Supports . é FEWIO

Modbus RTU =
RS-485 serial Interface used for connecting to serial interface devices

Modbus TCP

WIRELESS
@SA COMPLIANCE
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https://acswiki.honeywell.com/pages/viewpage.action?pageId=116051310

Use case example of SIN
Cost benefits ’// \

. @L4 (Business) l ’ Cloud
Plant rotating assets data pushed to the e —
i Clod ormpuAa o J Vendors/Partners
C I O U d L4 host ' Monitoring
K applications A atels
Vendor experts analyze the data B D
and provide advise, how to:
* Avoid unplanned downtime S
g {cost effective)
* Increase asset availability @L3 (Monitoring) B — _ MoNGE N
Advanced Apps [:_ i, 7,.“ wi
* Save maintenance costs. ; E -
=
Tuk
Cyber Secure — | ——
. . . No comroI:t 3 No control ed backhaul Iransp i “ ‘ R
WDM build-in firewall @L1 - bt ] l

Controllers | Logic solver g : E
CDA enabled on PCN network ‘ : (WiHAR%I’/ISfiang).si:a:@z‘iGHz) E
OPC enabled on SIN network i | l :
Each interface is independently and |  En .
= = ~g
secu rely prOteCted . Proces'§“5ré5"3PToc¢.;e52 Proc%s’sgrea d‘
o @LO0 Smart wireless sensors 1 % o
|SAS€CU re Ce rt |f| ed Processrmo:i!oring Equipment monitoring
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https://www.isasecure.org/en-US/End-Users/ISASecure-Certified-Devices

Use case example of FEWIO

Challenge

Experion PKS

» Transfer multiple parameters from remote Flow
Meters to Experion DCS

_ _ ( ( (<
- Meet tight project budget Manager (WOM) |
» Execute project in days rather than weeks el woa w4
PCN FTE Connection .- o m FDN Connection : ‘ﬁ v 'lﬁ
S Bl ssoves soses . o = FDAP FEWIO = 7
Solution PCN SWITCH Level 2 - —
FDAP AP |
* Honeywell ISA100 Wireless Network
ccs I

» Field Expandable Wireless 10 (FEWIO)

 Existing flow meter with Modbus transmitter
connected to FDAP (FEWIO) via RS-485 Serial

» Transfer multiple parameters from remote Flow
Meters to Experion DCS

4 ems ¢ e

Transmitter with
Modbus Protocol

Cost benefits

+ Cost-effective Modbus Data Acquisition ok e e
* 50% Project Cost Saving relative to traditional Liguefied Natural Gas (LNG) plant
wiring in the Northern Territory of Australia
* Project execution completed in 1/5th of the time
relative to a traditional wired project Ethemet Cable
* Increased Speed of Data to the operator, ishA @@ 00— - - RS-485 Serial
hours to milli-seconds 00 Sensor Cable

) _ WIRELESS
* Increased situational awareness.

@gﬁ%ﬁfﬁ%‘:ﬁ% Tangible Project and Recurring Operational Cost Savings




Honeywell OneWireless — Virtual WDM

Virtual Wireless Device Manage (VWDM) ‘ B

* Provides highly scalable OneWireless solution | i

- VWDM can support up to 3000 devices e =-=-|—-H oS
- Single VWDM = 6 WDM | i

- "(’ Redundancy Communication

» Capacity managed via 500-device bundles
* Increased WDM OPC performance

Field Device Network (FDN) Field Device
- Hardware options for vWDM ““"H' (O e
» Purchase new virtual appliance hosts
 Leverage existing virtual host capacity ' iy
: : B g ~  Field Device Access Point
* Single Sign-On (SSO) to manage network of up o i (FDAP)
to 3000 wireless 10 T o O
A ll'%’::“““” '..'....o:::.'é
;f’l’SAloo Wireless Field WirelessHART Field

Instruments

Instruments

WIRELESS
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ISA Secure Level 1 Certified

Industry First!

Security Level 1

* Comprehensive, end-to-end integrated security system
- Confidentiality

 am 00
- Data Integrity and Authenticity E
- Source Authentication e g
- Protection to Reply Attacks '“l E Ei
- Advanced Key Management Service ii@

- Wi-Fi data goes to IT via Firewall
* Independently reconfirmed by a comprehensive hackathon
« WDM continuously and automatically logs all modifications,

Certificate / Certificat
Zertifikat / SREE

HPS 1808036 C001
i hetely confiems that the

Wireless Device Manager

Manufactured by

Honeywell Process Solutions
Phoenix, Arizona
USA
Has Deen 23345300 DO e relevant requrements

ISASecure™ Embedded Device Security
Assurance Program
200

And meets e requirements for
SECURITY LEVEL 1
Model Number

System Software Version R320

events, and changes tree S ““’f“"”W
 Log file provides transparent network status end-to-end, offering |
additional protection and prevention of unwanted events
WIRELESS
COMPLIANCE 29
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https://www.isasecure.org/en-US/End-Users/ISASecure-Certified-Devices
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Reduce project costs, increase safety and efficiency

* Provide an engineered, secured, managed & integrated wireless
network into Alcoa Alumina refineries process areas.

« Supporting ISA100 Wireless instruments and sensors
« Supporting mobile operators using handheld devices ALCOA

+ Allow for wireless connectivity of mobile PCS/EHM equipment World's largest bauxite
« Enabling IIOT and IOT in the future

Challenges

mining and a leading

L _ o alumina producer
- Site wide OneWireless networks at 7 refineries around the globe

« Light weight wireless pressure transmitters

Solution * Wireless safety shower panic buttons

* Wireless push button for operator rounds timestamping
* ISA100 wireless FEWIO to connect remote PLCs

- Typical conservative cost saving of $10k per wireless instrument
over traditional hardwired installation

-

» Speed of deployment — process data in just one day. 'A " Wl
Results * Mobility of sensors and instruments to be moved around to 3’:'.’::!'.7.‘.':_:;:

troubleshoot or perform trials as required s==< L
» Support mobile operators out in the refinery process areas &=
* Monitor moving equipment now possible with standard devices
* New opportunities waiting to be found

' ISAWIRELESS ) ) )
ﬁloo NSTITUTE. “Installing to having process data: duration one day”



Perimeter Monitoring — Time Critical
LNG Facility in Middle East - Brownfield

 Cost effective alarming system for detection of gas leaks
* Quickest deployment time

* Limited to no cabling

« Meet 3 seconds end to end alarm requirement.

Challenges

* OneWireless network based on FDAPs
« Solar power panels

« XYR6000 Universal Transmitters

* Sounders, beacons

Solution

 Improved site safety system on time and within budget.
3 seconds alarming requirement consistently met.

« Compliance to government regulations for HSE within
given timeframe.

WIRELESS
ER'SA i
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Reduce project costs, increase blending performance

- Maintenance and obsolescence issues of
« Tank gauging equipment and PHILLIPS
* Inventory management system

» Tank farm spread over large 7 square miles area

* Migrate to new system under 48 hour cutover

Challenges

* OneWireless Network

« 147 Wireless FlexLine Radar & Servo Gauges
Solution « 137 XYR 6000 Multi-channel transmitters

* 60 Floating roof Tuning Fork & Float Switches
* Mobile Station enabling operator mobility

Borger- TX Refinery

+ 30% Project Cost Saving relative to traditional wiring

* Increased System Reliability

* Increased Speed of Data to the operator - minutes to seconds
* Blending Performance Increased 18% (# of Blends per week)

@3‘3%@%@%&% Tangible Project and Recurring Operational Cost Savings
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Summary

Costs

- Typical conservative cost saving of $10k per wireless instrument
Speed

- Project execution in 1/5% of the time - data in just 1 day

Performance

- ISA100 Wireless enables near real time performance
- Process Control Qualified

Choice
- Large portfolio of ISA100 Wireless devices by multiple vendors

Innovation

- Up to 3000 IO in one network
- Special Interface Network (SIN)
- Field Expandable Wireless 10 (FEWIO)

@3‘.}%@“&%@%&% ISA100 Wireless Benefits Your Projects, deploy now! =




h For Your Attention!

/
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Questions?

ISA

00
WIRELESS

www.isal00wci.org

ISA100 Wireless Interest Group Linkedmu

900+ members and growing; please join and invite your
peers to join as well !

Diederik Mols
Diederik.Mols@Honeywell.com

WWW.onewireless.com
www.honeywellprocess.com

Honeywell
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